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Abstract:

Within the framework of the progress witnessed by the world in the use
of the information network and modern technologies, national security has
become threatened by new criminal methods in criminal legislation, which
represents a serious threat to vital interests and goals, which may affect the
political and security system of the state in a way that results in undesirable
results that may threaten the entity and survival of the state. Based on the

above, many countries in the world, including Arab countries, have rushed
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to enact laws to combat cybercrimes. Similar to comparative legislation, the
Libyan legislator has addressed cybercrimes by enacting a special law to
combat cybercrimes No. (5) of 2022, which defines crimes of infringement
on the work of the information system, information programs and networks,
websites, and other cybercrimes that aftect the national security of the state
and the public safety of society. By examining the aforementioned law, it
became clear to us that although the Libyan legislator imposed a harsher
penalty for criminal acts and behaviors committed using information
technology, as they affect and threaten the public interest and national
security of the country, it did not organize digital evidence, nor did it
establish a body specialized in examining digital evidence to assist the
judiciary in reaching the crime and attributing it to its perpetrator, which
makes confronting cybercrime difficult for the judiciary.

Keywords: Cybercrime, National Security, Threats, Libya.
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